From “No Way" to 0-day:
Weaponizing the
Unweaponizable
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Qutline

® |ntro

® Vulnerabilities: in general

= What makes something easy to exploit?
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Intro: Me

® Just some guy, you know!?

® All-purpose embedded hacker
= Got roped into Android at some point
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Intro: You

® At least a little bit of kernel
experience!

® |nterested in security!? .




Today’s vulnerability

® While looking for ways to root Android phones, came
across...

- CVE-2010-1084

® “CVE request: kernel: bluetooth: potential bad memory
access W|th sysfs fi Ies
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Mechanism of crash

® (Classic vulnerability

= for each Bluetooth socket, sprintf () onto the end of
a string in a buffer

= no check for end of buffer
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Yesterday's vulnerability

® Refresher: easy vulnerability

® Simple stack smash:

void csl01 greeter() ({ // prof said it has 2 be setuid root 4 term axx
char buf[1024];
printf (“What is your name?\n”);

gets (buf) ; // my prof said not to use gets(3)
printf (“Hello, %s!\p”, buf);// so i used gets (buf) , thats ok rite?




Watch that stack!

® VWhat happens next!

= “User” inputs something bad.

® Where does it go!

= € .= ’ el . L2t S35 el € - l"~' 13 ~ T &k
¥ W e __‘ - = 4 e &) -

¥
g -
I\ i 5 v



Watch that stack!

0xC0000000

® What happens next?

main()’s stack frame

= “User” inputs something bad.

OxBFFF8008

® Where does it gO’ 0XBFFF8004

oxsrrraoco| Other BS for greeter()

| gets()’s stack frame |



Watch that stack!

0xC0000000

® What happens next?

main()’s stack frame

= “User” inputs something bad.

OxBFFF8008

® Where does it gO’ 0xBFFF8004 |1 T @S TGS EELE

gets()’s stack frame |



Watch that stack!

® What happens next?

main()’s stack frame

= “User” inputs something bad.

® Where does it gO? now contains address/ Cturi o g :

-~ |hOW Con_tains’p_cl:od.e!

gets()’s stack frame |



Why did that work so
well?

® Remember the three controls:

= Attacker-controlled target

® Always blast the ret addr - same memory each time
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From yesterday comes
tomorrow

® Joday’s exploit, at its core:

= (for those of you following along at home, in 12cap sysfs show)

=  str = get_zeroed_page (GFP_KERNEL) ; |
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sprintf() out of control

® |ssue is obvious, and crash is inevitable --
but what of our three controls?

® Controlled target
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(aside: frames and pages)

® Frames are physical memory backings of pages.

= Don’t confuse with ‘stack frames’!

ﬁ ® Pages are chunks of virtual memory.

Process A pages Physical memory frames Process B pages

0XBFFFF000 Sta Kernel code 0XBFFFF000
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sprintf() out of control

® |ssue is obvious, and crash is inevitable --
but what of our three controls?

® (Controlled length
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sprintf() out of control

® |ssue is obvious, and crash is inevitable --
but what of our three controls?
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sprintf() out of control

® |ssue is obvious, and crash is inevitable --
but what of our three controls?
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Target practice

® How can we control the target!

® | et’s use an old-fashioned heap spray.

= ..but what?

s - 2 -
: Sl K ‘. . Bt ha {'0"_ ‘.k- 3 ¥ ]
- = -«
gy 1Ty ‘> e W s N
’ i r

sl o e gt SomBg Tt . i ) N b o rlioays Kalds ) = il g s Pt A= o M e [N
. 3 . - E - i - = w b (’. - ¥ e
+ = 7 2 1909 O N N ' -R e 4h | " Rl e ‘47_| A T ~, [ > ':.: , ‘T-':, Co o A s, " .
! , ’ : - - - )

¢ EMARHAVIL

e A D o D



Jenga

® | et’s assume:

= kernel stack is the frame after the sysfs page
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Jenga

0x782F4000

® Li I(e Oth er ki i more stack frames, reg saves...
tacks, a kstack BT

has stack some poor dude’s stack

~0x782F3DES8
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s e e e R o e e the abyss -




Jenga

0x782F4000
o What haPPenS more stack frames, reg saves...
~0x782F3E84
: 7 ~0x782F3E80
write! owrasranga| SOME PooOr dude’s stack

the abyss




® VWhat happens
when we
write!

Jenga

0x782F4000

~0x782F3E84

~0x782F3E80

~0x782F3DES8

more stack frames, reg saves...




Jenga

® VWhat happens
when we write!

= TCB is clobbered!
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0x782F4000

~0x782F3E84

~0x782F3E80

~0x782F3DES8

more stack frames, reg saves...




Getting physical

® What else goes in physical frames!?

® linux kernel has interesting mechanism
called SLAB allocator

= Creates uniform “caches” of specific objects
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SLABs of memory

~ ® What’s in a SLAB?
pomter'tot——ﬁ4 O VRER T

first free slo




SLABs of memory

® VWhat’s in a SLAB?




SLABs of memory

® VWhat’s in a SLAB?




Who eats SLABs?

® Pretty much every kernel subsystem

~  joshua@escape:~/linux$ find . | \
xargs grep kmem cache alloc | \
wec -1
305

joshua@nyus:/proc$ cat slabinfo | wc -1
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Filed away for reference

® What does a struct file look like?

struct file {
union {...} £ u; /* morally, two pointers */
struct path £ path; /* morally, two pointers */
struct file operations *f op;

un51gned 1nt f_count f flags, ﬁ;mpde;,
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Filed away for reference

® What does a struct file look like?

= (best case!)




Filed away for reference

® What does a struct file look like?

= (really really best case!)




Filed away for reference

® What does a struct file look like?

=  Parts that the kernel can survive for a little while without darkened

f path . f count




Great news!




Great news!

® |n essence -- struct file can be paved
over at will
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One for three

® Remember the three controls:

= Attacker-controlled length

= Attacker-controlled contents
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Back to the content

® |t is difficult to write arbitrary content...

= ...but easy to predict content.

str += sprintf(str, "%s %s %d %d 0x%4.4x 0x%4.4x %d %d %d\n"
batostr (&bt sk (sk)->src),...);
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Back to the content

® Data that looks like this must end up in the
file structure.

— "00:00:00:00:00:00 00:00:00:00:00:00 2 0 0x0000
- 0x0000 672 0 1"
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Addressability

® f opisjusta pointer into kernel’s A.S.!
= Remember: kernel’s AS. is superset of user’s A.S.

= £ op can be pointer to user memory

® Game plan
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Now what!?

® VWe're done, right!?

f u f u f path | f_path f count| f flags | f _mode




Now what!?

® Not so fast.

= Real life, more likely:

some other data

owher = NULL

seek = &attacker ring0

— XAt aclear ~ingl()
xattaCKker ringu




Two for three

® Remember the three controls:

= Attacker-controlled length

= Attacker-controlled contents
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Let’s be buddies

® How do we control the relative placement of frames!?

- (i.e., the target)

® Physical frames allocated on Linux using “buddy
allocator”

T a b oy - & . '
’ Y e e Bt = PP YR || R e |y T
- L L




Let’s be buddies

® Buddy allocator has important features

= Injects determinism and predictability into
otherwise unordered frame allocation

° °
. - - \V.V/4 |
23S S1Ze-0oNne trrames \ <
y A L e _,l‘l,‘t.-‘r'. g"',"l'(z oy W "\ﬁ. x"f."' 5 ST KRR
$ - o o = [




Localizer approach

® Plan:

= Fill up memory

® Cause frames that would result in discontinuities to be paged to disk

= Free memory to generate contiguous chunks




Localizer approach

Initial configuration

free

free

free

in use

free

in use

free

free

free

free

in use

free

free

free

free

free




Localizer approach

Allocate all memory for us




Localizer approach

Free and allocate to get contiguous phys chunks




Localizer approach

Release contiguous phys frames

free free free free



Localizer approach

Set up files, buffer, files

M i 2

files files Str | files




Localizer approach

Pwn

M i 2

files files #I




Three for three!

® Remember the three controls:

= Attacker-controlled length
= Attacker-controlled contents
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So close, guys

/*
* The code works fine with PAGE SIZE return but it's likely to
* indicate truncated result or overflow in normal use cases.
*/
if (count >= (ssize t)PAGE SIZE) {
print symbol ("fill read buffer: %s returned bad count\n",
(unsigned long)ops—>show),
*L..': y to sf ggle al 170 e A G R
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Conclusions

® Difficult-to-exploit bugs can be made easier by thinking
about controlling your environment

= Attacker-controlled length

= Attacker-controlled contents
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Conclusions

® Difficult-to-exploit bugs can be made easier by thinking
about controlling your environment

= Attacker-controlled length

= Attacker-controlled contents
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